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As small, securedevicesbecomemorepowerful andmorewidespread,it hasbecomedesirableto
supportthedynamicprovisioningandupdatingof multiple applicationson suchdevices.This paper
presentsa simplemechanismfor performingsuchprovisioning andupdating,even if the applica-
tions are mutually distrustful.The mechanismextendsCLDC JavaTM technologywith a classfile
attribute that carries the certificates necessary to enable the added security.

1. Background

The work described here was motivated by a number of developments and considerations:

•  Small, secure devices, such as smart cards and cryptographic modules, are becoming more capable.

•  Such devices are being used in more complex situations running multiple applications.

• Updatingthesoftwareon suchdevicesoncedeployedis highly desirable,to provide bothnew functionalityandsoftwarefixes,but
poses various security issues.

• A dynamicprovisioningmechanismsupportingsuchactivity shouldbesmallandsimple,becauseof device limitationsandto aid in
verification and certification.

•  The Java platform has appeared on small devices and provides dynamic class loading and some basic security features.

The resulting solution presented here:

•  supports the secure incremental replacement and extension of software on small devices,

•  enables distinct trust communities developing distinct applications,

•  accomplishes this by extending a common version of the Java platform, and

•  enables additional support for capabilities and running untrusted code.

2. The Java Context

TheJava platformwasthestartingpoint for this investigationbecauseit alreadyprovidesvariousfeaturessupportingsecurityanddynamic
provisioning.UnlikeC andC++, for example,it guaranteestypeandpointersafety. VariousJavaversionsprovidedifferentformsof applica-
tion isolation. And all versions support some mechanism for dynamically installing classes.

2.1. The Connected Limited Device Configuration

Thework describedhereis specificallyaimedat thenext generationof smartcardsandothersimilarsmalldevices.Thusthetechnologybase
usedis theConnectedLimited DeviceConfiguration(CLDC) versionof Java2 Platform,Micro Edition(J2METM technology)[CLDC]. This
versionof the Java platform is the smallestonethat supportsmoststandardfeaturesof the Java language(in contrastto the muchmore
restrictive Java CardTM specification[JC]). It outlinesa basicsetof librariesandJava virtual machinefeatures.Compliancewith theCLDC
specification is demonstrated by passing the CLDC Technology Compatibility Kit (TCK) tests [TCK].

The heartof the configurationis the K Virtual Machine(KVM) [KVM]. The KVM is a virtual machinedesignedwith the constraintsof
small devicesin mind. Namedto indicatethat its sizeis measuredin tensof kilobytes,the KVM is simple,in orderto minimize memory
footprint. This simplicity makes the KVM easy to understand and modify, important characteristics in the context of security.

2.2. CLDC Security

TheCLDC securitymodel[CLDC section3.4] definesthreetypesof security, low-level VM security, application-level security, andend-to-
end security.
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Low-level VM securityis definedasthecharacteristicthat“an applicationmustnotbeableto harmthedevice in which it is running,or crash
the virtual machine itself.” In the context of the KVM this means that CLDC verification must be done on all classfiles.

End-to-end security refers to network-based solution-oriented security, which is outside the scope of the CLDC specification.

Application-level securityis definedascontrollingaccessto externalresources,which is doneon thelargerJ2SETM platformby thesecurity
manager[J2PS].Thesecuritymanagerwasdeemedto have too largeamemoryfootprint for theCLDC, soasandboxmodelis usedinstead.
Specifically:

•  Only a limited set of APIs is available (the CLDC libraries, profiles, and manufacturer-specific classes).

•  Such system classes cannot be overridden.

•  No user-defined class loaders are allowed.

•  No native functions can be dynamically loaded onto the device.

•  The class lookup order may not be manipulated.

•  By default, an application may only load classes from its own JAR file.

•  In addition, a CLDC implementation need not support multiple concurrent applications.

TheCLDC securitymodelis agoodstartingpoint for amoresecureplatform.It is small,simple,andrelatively static,which is goodbothfor
smalldevicesandfor increasedsecurity. It hasa staticsetof APIs, systemclasses,andnative functions,anda singlesystemclassloader. It
has a simple application model. It is possible to be compliant with the CLDC and provide greater security than the CLDC mandates.

2.3. MIDP Security

The Mobile Information Device Profile (MIDP) [MIDP] is a set of additionsto the baseCLDC platform that supportsmobile phones.
Amongtheadditionsis asecuritymechanism[1], [2]. TheMIDP securitymechanismis basedontwo concepts:protectiondomainsandJAR
file signing.

A protectiondomainis a setof permissionsgrantedanapplication,anddefinestheapplication’s sandbox(see[3] and[4] for descriptionsof
nuancedsandboxes). An applicationruns in a single protectiondomain.A MIDP platform may define various domains,but required
domainsincludeManufacturer, Operator, Third-Party, andUntrusted.Somepermissionsmayonly begrantedthroughinteractionwith the
user of the device (confirming use of the permission).

JAR file signingis usedto verify theauthenticityof anapplication.MIDP requiresthatanapplicationresidein a singleJAR file, which is
typically signedusingX.509PKI infrastructure,supportfor which is requiredby theMIDP standard.TheMIDP device usesthecertificates
it possesses to authenticate the application.

This security model has limitations with respect to high security devices. Specifically:

• Permissionsarecoarsegrainedandsetwhenthedevice is manufactured.A setof permissionsis a priori boundto adomain,andan
entire application then executes in one of those predefined domains.

•  Support for X.509 PKI is required, which may not be appropriate and can be cumbersome.

•  User interaction may be required to grant some permissions.

In sum, the MIDP platform has been carefully tuned for mobile phones. High security devices are different.

2.4. Compatibility and Security Goals

The broadgoal of this work is to develop a moresecureversionof the KVM (the SecureKVM, or SKVM), with a particularfocuson
dynamic provisioning. More specifically:

•  Correct CLDC/KVM applications should not be able to distinguish the KVM from the SKVM on the basis of observed behavior.

• Correctlyimplementedsecureapplicationsoperatingnormallyshouldnot beableto distinguishtheKVM from theSKVM on the
basis of observed behavior.

•  Only malicious classes should elicit different behavior from the SKVM than they would from the KVM.

•  The SKVM must pass the proper compatibility tests (the CLDC TCK).

Additionally, theSKVM shouldbecapableof beingvalidatedassecure,specificallyachieving FIPS140-2certification[FIPS].FIPS140-2
is aspecificationdrawn upby theNationalInstituteof StandardsandTechnology, definingsecurityrequirementsfor cryptographicmodules.
In additionto beingthestipulatedrequirementfor any cryptographicmoduleacquiredby theUS government,FIPS140-2hasbecomea de
factostandardfor cryptographicequipmentandprovidesa level of assurancethat theequipmentwasdesignedwith adequateconsideration
of security. Thestandardspellsout requirementsin 11 differentareasincludingphysicalsecurity, hardwaresecurity, softwaresecurity, and
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key management.A cryptographicmodulecanbe certifiedto any of four increasinglevels of assurance.For example,the IBM 4758has
been certified at the highest level (of the predecessor FIPS 140-1 standard) [5].

3. Key Precepts

A number of key precepts guided the design of the SKVM architecture (see [6], [7], [8]).

3.1. Simplicity

The overriding precept is simplicity. It has several important benefits.

• Ιt minimizes bugs and possible points of compromise.

• Ιt keeps the system’s memory footprint small.

• It makesthesystemeasierfor applicationdevelopersto understand,which in turn makesit easierfor themto implementsecureapplica-
tions.

• Ιt makes the systemeasierto validatefor security. Suchvalidation typically involves modelingsecuritystatetransitionswith a state
machine (this is the paradigm required for FIPS 140-2 certification).

3.2. Fail-Safe Design

Whenafail-safesystemencountersanunanticipatedcondition,it alwayslapsesinto aconservative,securestate.Suchconditionscanbegen-
uinely unanticipatedor canbe a resultof a partial malfunctionof the system.No matterhow comprehensively a systemis analyzed,it is
unlikely that all possiblecombinationsof conditionshave beenanticipated.Fail-safedesignensuresthat the systemmakesconservative
assumptions and lapses into a secure state when an unanticipated condition is encountered.

A watchdogsignalin a battery-poweredsystemis anexampleof fail-safedesign.As long asperiodicsignalsarrive from thewatchdog,the
CPUcontinuesnormaloperation.If thebatteryrunslow, theperiodicwatchdogsignalis terminated,andtheCPUshutsdown. Notethat if
the watchdogsignal is interruptedin any otherway (for example,dueto physical tampering),the CPU alsoshutsdown – it lapsesinto a
secure state.

3.3. Static Specification of Security Policy

The ability to modify policy dynamicallyis usuallyconsidereda desirablefeature.For a securedevice, it is alsoa major sourceof weak-
nesses.Dynamicmodificationof securitypolicy is almostalwaysacauseof subtlebugs.In contrast,astaticsecuritymodelforcestheappli-
cationdeveloperto considerthe securityaspectsof the softwarearchitectureearlierandmorecompletelyin the designprocess.A static
model is also in generaleasierto analyzeandvet becauseit is simplerandusuallyhasfewer statesandstatetransitionsthana dynamic
model.

3.4. Explicit Specification of Security

The combinationof staticsecurityspecificationandfail-safedesigndictatesthat securityissues– specificallythe grantingof privileges–
involve anexplicit acton thepartof anobject,andthatany privilegenot explicitly grantedis automaticallydenied.TheSKVM implements
this precept within the confines of the semantics of the Java programming language (hereinafter referred to as the Language).

As anexampleof how theLanguagesemanticsaffectsthis precept,notethata classhastheright to manipulatethosepartsof it (including
protecteddata)thatareinheritedfrom its ancestors.Thuswhena classgrantsprivilegesto anotherclass,throughtheLanguagesemanticsit
automatically and implicitly grants (some) access to all its ancestors in the inheritance tree.

3.5. Security at the VM Level

Implementingsecuritypolicy usingonly classesis attractive for severalreasons,includingextensibilityanduniformity. However, goodsecu-
rity engineeringsuggeststhat thecoreof thesecurityframework be implementedat theVM level. Thechallengeis to keepthebaremini-
mumin theVM level andleaveasmuchaspossibleat thelanguagelevel sothatahigh level of securityassurancecanbeestablishedwithout
compromising system flexibility .

3.6. Reliance on Data Authenticity, not Secrecy

Secretsstoredon a device,suchassymmetricor privatekeys, introducepotentialvulnerabilitiesandcomplicateresponsesto securitycom-
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promises.They alsocomplicatethedevice andincreaseits costsincethedevice mustnow defendthesecretagainstdisclosure.In contrast,
use of verifiably authentic data, such as certificates verifiable with public keys, does not create such weaknesses.

TheSKVM is designedsothatsecurityassurancereliesonly on theability of thedevice to keepdataauthentic.TheSKVM doesnot require
the device to keep a secret.

4. The SKVM Security Architecture

This and following sections present the components of the SKVM security architecture:

•  The notion of trust;

•  The implementation of trust;

•  The characteristics of other necessary VM features; and

•  The application model.

4.1. Owners, Trust Relationships, and the Trust Community

In a well-designed,secure,closedsystemevery class,interface,andpackage– every component– hasan owner, an entity (nominally a
human) with ultimate responsibility for it.

Systemsareoftenassembledfrom componentsdevelopedby differentowners.Oneownermayor maynot trustanother, basedon their rela-
tionship. Owners that do trust one another form a community, however informally, and grant each other privileges.

Thesebasicobservationsarethe foundationof theSKVM securityarchitecture.It implementsthesenotionsof ownership andtrust in the
context of the CLDC.

4.2. Trusted Classes

TheSKVM supportstrustrelationshipsandtrustcommunitiesby providing theframework andfeaturesnecessaryto requestandgrantpriv-
ileges. The SKVM itself maintains no explicit information on trust relationships and trust communities other than what each class brings in.

Intuitively, a trustedclassprovidesfunctionality for sometrustedcommunityof owners.Trustedclassesarethemeansby which sensitive
information is encapsulated. Trusted classes also have privileges and can in turn grant privileges to other trusted classes.

As mentionedearlier, a trustedclasshasanowner. It is theresponsibilityof this ownerto requestandobtainthenecessaryprivilegesfor the
trustedclass.If classX needsa particularprivilegefrom classY, theownerof classX will have to acquirethis privilegefrom theownerof
theclassY. Theseprivilegescomein theform of certificatessignedby Y’sownerandheldby classX. They areverifiedby theSKVM when
class X is loaded.

All thecertificatesof a trustedclassarebundledinto anew classattributecalledatrustattribute.(Classattributesaretheclassfilemechanism
used to store extra information about a class, and are described in the Java Virtual Machine Specification [JVMS, section 4.7].)

Classesthat do not have a (valid) trust attribute have no privilegesandareuntrusted.Untrustedclassesarenot allowed to load or execute
(subject to an optional feature discussed in Section 7).

4.3. Trusted Classes and Subclassing

Thefundamentalprivilegeenforcedby theSKVM is asubclassingprivilegethatenablesoneclassto install itself asasubclassof another. In
somesensethis privilegeis theprivilegeto modify, in a controlledway, thecodeon thedevice. It is referredto astheS privilege.Subclass-
ing alsoincludesthepower to accesstheprotectedfields,methods,andconstructorsof all thesuperclassesof thesubclassingclass,regard-
less of package.

The owner of the root classjava.lang.Object (typically the owner of the device running the SKVM) grantsthe S privilege to the
trustedownerof eachof Object’sdirectsubclasses.Theseownersin turngrantSprivilegesto ownersthey trust.Thus,for theSprivilege,the
owner of Object can trace a chain of grants of the S privilege to the owner of every class on the device.

Note that accessesto staticand instancemethodsandfields arecontrolledthroughthe Language’s private,protected,andpublic tagging
[JLS,section6.6]. NotethattheJava Virtual MachineSpecificationstipulatesthataccesseshave to becheckedat run time [JVMS, sections
5.4.3and5.4.4].Informationaboutprivate,protected,andpublic accesspermissionsarestoredin theclassfile[JVMS, sections4.5and4.6]
to enablesuchrun time checking.Also notethat theability to subclassa classdoesnot imply theability to subclassa parentof theclassin
the class hierarchy independently.
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4.4. Trusted Classes and Packages

TheLanguageemploys thepackageconstructto bundlegroupsof classfiles,notnecessarilyrelatedin theclasshierarchy, into asinglename
space[JLS, chapter7]. Packagesprovide a naturalway of organizingandreferringto classesandmethods.Significantly, classeswithin a
packagehave accessrights to eachother’s protectedfields and methods.Eachclassis containedin exactly one package(possibly the
unnamed package).

In the SKVM, package access must be controlled in order to control access to protected fields and methods (see [9], page 189).

The mechanism used in the SKVM for controlling package access has three elements:

•  A package has an owner and an owner-managed key-pair, analogous to that used for subclassing.

• A package’s public key is partof thepackage’s name.If someonetriesto put a classin a packagewithout theright public key, the
class will be put in a different package. The SKVM simply uses the public key as part of the name space reference.

•  Every class is in a package. If a class does not specify a package the SKVM puts it in the unnamed package.

NotethattheVM doesnot have ana priori list of packages.TheVM first knows abouta packagewhena classbelongingto thepackageis
loaded(or, optionally, wheninstalledon thedevice;seebelow). Thefirst loadedclassdefinesthepackageto theSKVM, andany subsequent
classesbelongingto thesamepackagearecheckedfor consistency. It is theresponsibilityof all classesin a packageto identify thepackage
identically, by name as well as public key.

Theremayappearto bea securityweaknessbecauseclassesbring in boththepackagesignatureaswell asthekey with which thesignature
is verified.In fact,while a maliciousclasscouldgeneratea fake packagekey anda signatureconsistentwith this fake key, it would not be
ableto join anexisting packagebecauseit would not beableto replicatethesignatureassociatedwith thepackage’s privatekey; it would
instead be put in a distinct package.

TheLanguagedefinesanunnamedpackageandassignsall classesthatdonotspecifyapackagenameto thisunnamedpackage.A classthat
doesnot specifya packageis automaticallyput into theunnamedpackage.Any packagepublic key specifiedin thetrustattributeof a class
that does not specify a package name is ignored.

While theunnamedpackageis aconvenienceduringcodedevelopment,asecureapplicationbuilt for theSKVM shouldspecifypackagesfor
all its classes.To encouragesucha practiceandto provide higherlevelsof securityassurance,theSKVM hasa flag that,whenset,prevents
the loadingof any classthat doesnot specifya package.The SKVM by default runswith this flag cleared.Onceset,the flag cannotbe
cleared without restarting the SKVM.

4.5. Interfaces

With onenotableexception,aninterfacespecifiesfunctionalitywithout providing animplementation[JLS,chapter9]. Theexceptionis for
staticinitializedfields.In suchcases,theinitializing expressionmaycontainrequeststo instantiateobjects,whichmayrequireSKVM privi-
leges. It is therefore necessary to associate privileges with an interface.

As with a class,an interfacehasa nominalowner. Theowner is responsiblefor securingall requiredprivilegesfor the interface.A trusted
interfaceX demonstratesthat it canextenda trustedinterfaceY by presentinga certificatesignedby Y. This certificateis analogousto the
subclassing certificate and employs the same data structure and mechanisms.

Notethata classthatimplementsaninterfacecanbeindependentlyaccessedandmanipulatedasa classin its own right. In suchcases,nor-
mal Language semantics dictate what can be accessed.

4.6. Inner Classes

TheLanguageallows thedefinitionof innerclassesasmembersof otherclasses[JLS, section8.1.2].Theseinnerclassesareimplemented
through compiler-introduced source code transformations and appear to the VM as distinct classfiles.

TheSKVM requiresa trustedinnerclassto presenta trustattribute,asany othertrustedclasswould. It is theresponsibilityof theownerof
thetrustedinnerclassto generatethis trustattribute.Of course,any tool thatsupportsgenerationof trustattributesmaywish to facilitatethe
constructionof attributesfor innerclasses.For instance,thetool might handleall nametransformationstransparently, andemploy thesame
key-pairs for the inner class as it employs for the outer, enclosing class.

Thesourcecodetransformationsintroducedby thecompilerto supportinnerclassesimplementa weakeningof accesspermissions.This is
necessarybecausethereis no supportin Java virtual machinesfor directaccessto a privatememberof a classfrom anotherclass.Thespe-
cific instances of access permission weakening are:

•  Private inner classes are implemented as package level classes.

•  Protected inner classes are implemented as public level classes.
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• Privateclassmembers(fieldsor methods)thatarevisiblebetweenclasses(dueto thesharedscopingrelationshipbetweeninnerand
enclosingclasses)areindirectly implementedwith packagelevel access.Notethatsharingof privatemembersbetweenclasses
participatingin an inner classrelationshipis achieved by a local protocolof accessmethodsthat reflectthe modeof access
expressed in the source. These methods have package scope and as such are open to any class within the same package.

Like otherVMs, theSKVM cannotreliably identify innerclassesandthereforecannotdeterminewhensuchaccesspermissionshave been
weakened.Therefore,developersfor theSKVM platformmustbeawareof theseissues.Theproblemsdueto weakenedaccesspermissions
can be avoided by adopting the following guidelines:

•  Classes in an enclosing/inner class relationship should never rely on the shared scoping of their private members.

•  Inner classes should never be declared private or protected.

Following suchguidelineswill ensurethat thereis alwaysa one-to-onecorrespondencebetweenthe sourcelevel accesspermissionsof a
class and its classfile implementation.

The use of anonymous inner classes should be avoided due to the difficulties of managing their trust relationships.

Theuseof non-staticinnerclassesshouldalsobeavoidedsincethey arein asensesyntacticsugar for staticinnerclassesandthushidedetail
that makes security analysis harder.

4.7. Exceptions and Trust Relationships

Whenanexceptionoccursin a runningprogram,theVM unwindsthecall stackuntil themostrecentlyinstalledrelevantexceptionhandler
is encountered,which thencatchestheexception[JLS,section11.3][JVMS, sections2.16.2and3.10].Thecodethatthrowstheexceptionis
never resumed.

Therearesecurityissuesin adoptingsucha modeldirectly in theSKVM. For instance,a classcould install anexceptionhandlerand,at a
laterstage,a differentclasscouldthrow anexception.This secondclassmaynot enjoy any trustrelationshipwith thefirst class.As a result
there is an unanticipated transfer of control that complicates security analysis and becomes a potential vulnerability.

Note that exceptions are simply standardobjects with the additional property that they are derived (indirectly or directly) from
java.lang.Throwable. As such,packageaccesssemanticscanbe leveragedto prevent classesexternal to a packagefrom catching
exceptionsthrown from within thepackage.A non-publicexception(onewhoseclassdefinitiondoesnot includethepublic accessmodi-
fier) is invisible to all classesoutsideits packageandthereforenohandlerin theseexternalclassescanexplicitly declareto catchexceptions.

Unfortunately, packageaccesssemanticsdo not completelycontrol exceptionhandlers.It is legal to hold a referenceto an object even
thoughthescopeof thereferencemayprecludeany knowledgeof theobject’s completetype.This canbeachievedwith referencesto pub-
licly accessiblebasetype(suchasjava.lang.Object). Thismeansthatexceptionhandlerscancatchexceptionsvia baseclassdeclara-
tions. The lowestcommonbaseclassfor every exceptionis java.lang.Throwable. A handlerdeclaredto catchsuchan exception
would catchpackage-restrictedexceptions.While Languagesemanticsprevent thehandler’s scopefrom usingtheexceptionasan instance
of its completetype,themerefactthatit canbecaughtpresentsameansto maskoutor altersecurecontrolflow transfer. Thus,amechanism
for preventing this interference is built into the SKVM.

Eachclassincludesa flag within its trust attribute. If the flag is cleared,thenany package-restrictedexceptionthrown by X canonly be
caughtby exceptionhandlerswithin thesamepackageasthethrowing class.If this flag is setin classX, thenstandardexceptionsemantics
are applied when an exception is thrown by any method in X.

Note that if all classesthatpotentiallythrow exceptionssetthis flag, exceptionhandlingin theSKVM will be identicalto, andcompatible
with, the KVM.

5. The Trust Attribute

Thetrustattributeis acollectionof datathatis attachedto eachtrustedclassandthatdeterminesits privileges.Thetrustattributeis primarily
composedof a numberof public keys. Theuseof thesekey pairsto signandverify privilegesconstitutesthecrux of theSKVM. Thetrust
attribute is understood by the SKVM and ignored by other VMs.

With eachpackageP thereis anassociatedkey pair (PKP, pkP), generatedby theownerof thepackage.With eachclassX thereis anassoci-

atedkey pair, thesubclassingkey pair (SKX, skX). TheSKVM doesnot requirethatall thesekey-pairsbedistinct.Indeed,a key pair canbe

employedin multiple rolesdependingon theunderlyingsecuritypolicy that theSKVM is enforcing(subclassandpackagebeingthesame,
for example).

In the following, classX belongs in packageP and wishes to subclassY. The trust attribute forX consists of these components:
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Theclassfiledescribedhererefersto theCLDC classfile,which includesthetraditionalJ2SEclassfileandthestack-mapsgeneratedby the
CLDC preverifier.

Thetimestampabove is partof thehashin orderto validatethetime theclasswashashed.Thisguaranteestheintegrity of versioning,which
is based on the timestamp.

A rogueclasscannotusethepublickey of anotherpackagebecauseit will notbeableto generatethenecessarysignedhash,sinceit doesnot
have accessto theprivatekey. Therogueclasscouldgeneratea separatekey pair (in which caseit would have theprivatekey of thatpair),
but thepublickeyswouldnotmatchthepackagekeysof otherclassesandtheclasswill endup in its own package.Sincepackagesaredeter-
minedby equivalenceclassesdefinedon therelationof “equality of public keys”, it is not possiblefor a rogueclassto forgeadmissionto a
package.

TheEF flag in thetrustattributearedesignedto befail-safe.Specifically, thefalseor no settingis thesecuresetting.It is assumedthat the
false orno setting is associated with the zeroed state in the platform (typically integer 0 or Boolean False).

Now considerwhat happenswhenthe SKVM receivesclassX andwishesto install it. As a trustedclass,X subclassesY andshouldbe
installedasits child. ClassX demonstratesthatit hasthisprivilegeby presentingSHY(X|T|Cert).Thissamesignaturealsoestablishesthatthe

ownerof Yhasvouchedfor theintegrity of thecontentsof X. Thiscanbeverifiedwith Y’s subclassingpublickey, whichcanbefoundin Y’s
certificate. (SinceY is already installed, its certificate must have been previously validated.)

ClassX provesthatit hastheprivilegeof belongingin packageP by subjectingthesignedhashPHP(X|T) to verificationusingthepublickey

stored with the package. Membership in an existing package is demonstrated by using the same package public key as an existing class.

6. Contextual Issues

TheSKVM asdescribedabove requirescertainplatformsupportto operateproperly. In particular, classfilesstoredon device mustbehan-
dled correctly, and specific cryptographic functions must be available.

6.1. When Trust Attributes are Checked

In general,the arrival andstorageof classfileson a device will occurbeforethe SKVM needsto load them(asis generallythe casewith
CLDC platforms).In addition,someof thenew classfilesarriving onadevicemayreplaceexistingones.Thesecircumstancesmakeit poten-
tially desirable to check trust attributes at times other than class loading.

TheCLDC specification[CLDC section5.3] givestheplatformimplementorconsiderablefreedom.Theclassfilelookuporderis implemen-
tationdependentandaclasspathis not required.It is requiredthatthelookupordercannotbemanipulatedby theapplicationprogrammerin
any way. (Note that theplatformmustreadclassfilesandJAR files [CLDC section5.3.1].Applicationsthatare“distributedpublicly” on a

TX A non-negative integral timestampindicatingthe time of creationof X. This timestampis usedfor
versioncontrolon installationandloading,andit is assumedthatnewer versionshave larger times-
tamps than older versions.

SKX The public key used for verifying attempts to subclassX.

SHY(X|T|Cert) A hashof classX, its timestampTX, andall thefields in thetrustattributeminusthis field, signedby

thesubclassingprivatekey of parentclassY. Thishashis thesignaturethatis usedto validatethesub-
classing privilege, as well as the authenticity of the classfile and the trust attribute.

PKP Thepublic key of thepackageP (if any) thatX belongsin. This is neededfor identificationof pack-
ages and exception processing.

PHP(X|T) Thehashof classX andits timestampTX signedby theprivatekey pkP of packageP. Thissignatureis

verifiedwith thepublic key PKP andis themeansby which theSKVM knows thatclassX belongsin

packageP.

EFX A constantspecifyinghow package-privateexceptionsarehandledin thefaceof handlersdeclaredto
catchthem via publicly accessiblebaseclasses.The constanttakes on valuesyes (all classescan
catchpackage-privateexceptionsthrown by this class)andno (only trustedclassesin thesamepack-
age as the class throwing the exception can catch it).
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network opento thepublic mustbein JAR format.Also notethat theJAR file loadingboundaryrequiredby theCLDC specificationis not
necessaryin the SKVM, sincethe SKVM usesa strongersecuritymechanism.Nonetheless,the SKVM supportsthis boundaryin strict
KVM mode.)

TheSKVM follows theCLDC specificationandthusdoesnot imposeanorderingor, thereforeaparticulartime for checkingtrustattributes.
Theearliestattributescanbecheckedis whenclassfilesarriveonadevice; thelatestis whenthey areexecutedfor thefirst time(perapplica-
tion), the traditional load time).

Variousissuesarisethataffect orderconsiderations.First, for devicesthatmay install classfilesfrom a potentiallymalicioussource,buffer
overflow attacksvia classfileswith bogusattributesarepossible.A devicecouldbefloodedwith apparentlyproperclassfilesthatcanonly be
flushedwhentheirattributesarechecked.Second,newly arrivedclassfilesmaydynamicallyreplaceasubsetof theclassesin anapplication,
which requires versioning and the rechecking of attributes.

The way to dealwith the buffer overflow problemis to checktrust attributeswhenclassfilesarrive on the platform.Otherwise,classfiles
wouldhaveto bekeptaroundindefinitely. Applicationsmustthereforebeengineeredto install theirclassesin anorderthatallowsthemto be
verifiedastrustedwhenthey areinstalled.Theburdenof meetingthisconstraintis on theapplicationdesigner:thesuperclassmustbeeither
already installed or immediately available.

Oneimplementationof this checkingis to useanarrival buffer. Classesarriving on thedevice areinitially put in this buffer andaremoved
into classfilestoragewhentheir trustattributesareverified.JAR filesarealsounpackedin thisbuffer. Whenaclassfilearrivesits subclassing
certificateis checkedagainstits superclass,if extant. If the trustattributeor superclassis absent,theclassfileis flushed.If thesubclassing
certificate is valid the classfile is moved to classfile storage; otherwise it is flushed.

With respectto the versioningissue,the SKVM requiresthe trust attribute of eachclassfileto includea time stamp.The trust attribute
checker (whenever run) inspectsthetimestamps,validatesthenewestclass,anddiscardstheold class(or marksit asto bedeletedif theold
classfile is being used by a running application).

Recheckingof attributescanbedonein oneof two ways.If attributecheckingis doneat installationthenthe installationof a replacement
classin turn requiresthat classesgrantedprivilegesby it mustbe rechecked, if anything in its attribute haschanged.If checkingis done
dynamically, thenno extra processingis necessary. (Note thatbinarycompatibility is importantbut is not anSKVM issue;it is ratherhan-
dled by the VM in due course.)

6.2. Cryptographic Support

TheSKVM requirescryptographicsupportto enforcesecurity. Specifically, it requirestwo functions,onefor digital signaturesupportand
onefor cryptographichashcomputation.TheSKVM providesbasicimplementationsof thesefunctions,but allows deploymentof custom
versions.

ThebasicfunctionsareRSA with a 1024-moduluskey asthesignaturealgorithm,andMD5 asthecryptographichashfunction.RSA is a
public key algorithm.It operatesby creatingtwo keys, a public key anda privatekey. As thenamessuggest,theprivatekey is keptprivate
andusedfor signingcertificateswhile thepublic key is madeknown to everyonefor verifying certificatesignatures.MD5 is a collision-free
message digest, or hash function. It computes a 128-bit hash value of an array of data.

NotethatRSAis ade facto standardandhastheadvantageof veryrapidsignatureverificationtimes.However, this is at theexpenseof rather
largesignatures.This is notanissuefor thesubclassprivilege,which is verifiedonly onclassloadingandcanbediscardedafterwards.How-
ever, instantiationcertificates(describedin Section7) have to be maintainedin the VM, andeachsuchcertificaterequires1024bits (128
bytes) of storage.

If standardRSA certificatesizeis found to be unacceptable,eitherelliptic-curve RSA, which is securewith approximately155bits(≈ 20
bytes),or DSA, for which thesignaturesare2×160= 320bits(40 bytes),canbeemployed.However, thereis a (runningtime) performance
penaltyin theuseof eitherECCor DSA. In addition,DSA optimizessigningat theexpenseof verificationandcanbeupto 100timesslower
than RSA.

MessageAuthenticationCodes(MAC) areanalternative to public key basedhash-and-signsignatures.While MACsareconsiderablyless
demandingin termsof storageandcomputationtime,a MAC requiresa symmetricsecretkey. Theuseof MACsshouldbeavoidedbecause
they make SKVM integrity dependon secretsinternalto theSKVM, violating thepreceptagainstsecrecy. Additionally, they requireinfra-
structurefor thestorageandmanagementof secretkeys, andrequirethesecuretransmissionof classfiles(sincekeys appearin theclearin
the trust attribute). Nevertheless, the choice remains with the platform owner.

Platformownerscanintegratecustomsignatureandhashalgorithmsinto theSKVM. However, for securityreasons,thesemustbeintegrated
at the VM level, and not at the class level, in keeping with the precept of static specification.

NotethattheSKVM architecturedoesnot specifyhow subclassingandinstantiationverificationkeys areto bemanaged.Nor doesit stipu-
latehow thesystemprotectsitself againstotherformsof attackon public key systemssuchasspoofingandman-in-the-middle.Suchissues
dependontherequirementsof theapplicationandthetrustedcommunity. Notehowever thatsinceall keysarepublickeys(unlessMACsare
used),confidentialityis not requiredandthereis thereforeno needto storesecrets.All that is requiredis that thekeys beauthentic,andthe
mechanism by which classfiles are loaded ensures this.
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6.3. Security-Related Exceptions

The SKVM throws an exceptionwhena privilege verificationfails. Dependingon the circumstances,IllegalSubclassException or Illegal-
PackageException is thrown by the VM whena privilege certificatecould not be verified successfully. Whenthe VM throws oneof these
exceptionsit usesaninstancecreatedatVM startup.Establishingwhetheror notanexceptionbeingpropagatedresultedfrom asecurityvio-
lation is thus reduced to a simple object pointer comparison.

6.4. SKVM Applications and Their Development

SKVM applicationsareCLDC applications:programswith a main method[CLDC section3.2]. An application’s componentclassesare
loadedwhennecessary. Whentheclasscontainingthemainmethodis loaded,theapplicationis registeredandis thenrun.Classloadingis
controlled by the security mechanisms described above.

TheSKVM employsaJavaApplicationManager, or JAM, similar to JAMs usedwith theKVM. TheJAM assumesthatthereis localstorage
(typically a file systemor a local database)thatstoresinstalledclassesandfrom which classescanbeloaded.TheSKVM architecturedoes
not requirethatthecompleteapplicationberesident-- componentsmaybeloadeddynamicallyoveracommunicationchannel-- althoughan
implementationmay imposethis restriction.The JAM startsthe SKVM andindicatesto it which application(which classfilewith a main
method) should be run.

For the purposesof defining trustedcommunitiesand establishingthe initial trust relationships,the CLDC library can be thoughtof as
ownedby the platform.Applicationswishing to executeon the platform will have to requestandobtainprivilegesto subclassthe CLDC
library.

If theplatformis oneof many beingissuedby anauthority(suchasa paymenttokenbeingissuedby a creditcardcompany) thenall plat-
forms may share a common CLDC owner and hence have identical subclassing and instance-creation public keys.

For developmentpurposes,a platformauthoritycanreleasea versionof theplatformwith a differentCLDC signingkey-pair createdpurely
for applicationdevelopment,with theprivatekey releasedto developers.This allows thedevelopersto signtheir classeseachtime they are
changed,withouthaving to requesttheauthorityto doso.Whentheapplicationis complete,it is installedon theproductionplatformwith a
different set of keys, with the CLDC signing key kept private.

TheSKVM architecturedoesnot supportmultiple applicationsrunningin thesamevirtual machine(but rathermultiple suppliersof code).
Thegoalof suchsupportis to protectapplicationsfrom eachotherto adegreecomparablewith processisolationonastandardoperatingsys-
tem, less protection than the SKVM aims to provide.

The KVM supportsthe KVM Debug Wire Protocol[KDWP], a debuggingprotocol that is a subsetof the JDWP standard.The SKVM
implementstheKDWP, but only duringdebugging.It obviously mustberemovedfor deployment.TheKDWP maybeenhancedto display
the additional information present in the SKVM, such as that pertaining to trusted and untrusted space.

The securitysupportin the SKVM is enabledby configurationsettings.Given fail-safedesignprinciples,thesesettingsdefault to secure
modes.However, they canbesetsothatall securityfeaturesin theSKVM visible to developersaredisabled,with theresultthattheSKVM
is identical in function to the KVM.

For backward compatibility, the SKVM canbe initiated in strict KVM mode.In this mode,SKVM securityfeaturesaredisabled.Trust
attributesarenot requiredfor any of the classes.Strict KVM modeis enabledif the classcontainingthe main methodhasno security
attribute.TheKVM default restrictionthatall classesin anapplicationbein asingleJAR file is enforcedin strictKVM mode[CLDC section
3.4.2.3].

7. Additional Optional Functionality in the Trust Attribute

Thetrustattributemechanismpresentedabove canbeextendedwith additionalinformationto supportother, optional,security-relatedfea-
turesbesidesdynamicprovisioning.Thespecificextensionsexploredin theSKVM involve implementinga form of capability-basedcontrol
and enabling limited execution of untrusted classes.

7.1. Support for Capability-Oriented Design

Goodobject-orientedandsecureprogrammingpracticemandatesthefactoringandencapsulationof data.This factoringenablesa capabil-
ity-basedstyleof programming[10], in whichacapabilityis representedby anobject,andreferencesto thatobjectarecontrolled.Ideally, all
referencesto a capabilityobjectwould be monitored,andunauthorizedusesprevented,but the overheadof checkingall referencesis too
great.

A simpler(lesspowerful, andlesssecure)mechanismcanbeconstructedto controlthecreationof objects(ascapabilities)andreferencesto
staticfieldsandmethods.With thiscompromisescheme,thecreationof capabilitiesis monitoredbut theiruseis not.Class-basedreferences
are also monitored.
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This mechanismhasbeenimplementedin theSKVM via anothertrustattributeprivilege: theprivilege to createa new instanceof (that is,
instantiate)anobjectandreferenceits staticmethodsandfields.This privilegeis referredto astheA (“access”)privilege,with thesenseof
accessing the resources of a class.

7.2. Domains

In practicethe accessprivilege canbe burdensometo administer. A collectionof classesmay want to sharethe privilege to accessone
another’s classresources(instantiationandaccessto staticmethodsandfields),especiallyif theclasseshave beendevelopedtogether, pro-
vide a coherentmoduleof functionality, or arewithin a sharedsecurityperimeter. To reducethe burdenof maintainingindividual class
access privileges, the SKVM supports domains.

A domainprivilege is sharedamonga groupof classesin a domainandallows eachclassto instantiateall otherclassesin thedomainand
referencetheir staticmethodsandfields.With domains,individual accessprivilegesfor eachclassareno longerrequired.A classmaybein
only onedomain.Domains,reflectingsecurityconcernsonly (asopposedto namespaceissues),aredistinct from packages,but may be
made coincident with them.

Typically, domainsallow groupsof classesthat referenceeachother frequently(whetherthroughinstantiationor static methodor field
access)to do so without needingto verify accessprivilegeseachtime. Suchprivilege verificationinvolvesverifying a signatureagainsta
publickey andcanbecostlyin executiontimeaswell asmemory(to storethesignature).With domains,aninter-classresourceaccessis per-
mitted as long as the domainmembershipkeys of the accessingandaccessedclassareequal.In this way, domainssimplify application
design, application development, and SKVM implementation.

7.3. Additions to the Trust Attribute to Support Capabilities

With each classX there is the associated class resource access key pair (AKX, akX).

With each domainD there is an associated key pair (DKD, dkD) generated by the owner of the domain.

In the following, classX belongsin packageP anddomainD andwishesto accessthe resourcesin classZ (not in domainD). The trust
attribute forX consists of these components:

If classX now wishesto createan instanceof classZ, it demonstratesthat it hasthis privilegeby having thesignedhashAHZ(X|T), which

can be verified with AKZ, the public key found inZ’s certificate.

ClassX provesthatit hastheprivilegeof belongingin domainD by subjectingthesignedhashDHD(X|T) to verificationusingthepublickey

stored with the domain. Membership in an existing domain is demonstrated by using the same domain public key as an existing class.

Theability to subclassor to createanobjectimpliestheability to subclassor initialize any parentaspartof theactof subclassingor creating
theobject.ThesearestandardLanguagerules.Notehowever thattheability to subclassor createanobjectdoesnot imply theability to sub-
classor createanobjectof a parentclassin theclasshierarchy independently. Theoperationon theparentclasscanonly happenasa direct
andautomaticresultof the operationon the classitself. For example,if classX haspermissionto createan objectof classB, which sub-
classes A, then it does not follow that X can explicitly create an object of class A. To do so requires that X have explicit permission from A.

As with packages,a rogueclasscannotusethe public key of anotherdomainbecauseit will not be ableto generatethe necessarysigned
hash,sinceit doesnothaveaccessto theprivatekey. Therogueclasscouldgenerateaseparatekey pair (in whichcaseit wouldhave thepri-
vatekey of that pair), but the public keys would not matchthe domainkeys of otherclassesandthe classwill endup in its own domain.

AKX A public key used to verify access requests to the resources of classX.

AHZ(X|T) A hashof classX andits timestampTX signedby theclassresourceaccessprivatekey of classZ. This

signatureis verified with the public key AKZ. Note that there are as many hashesof the form

AH?(X|T) as there are resources thatX needs to access from different classes.

DKD The public key of the domainD thatX belongs in. This key determines the identity of the domain.

DHD(X|T) Thehashof classX andits timestampTX signedby theprivatekey dkD of domainD. This signature

is verifiedwith thepublickey DKD andis themeansby which theSKVM knows thatclassX belongs

in domainD.
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Sincedomainsaredeterminedby equivalenceclassesdefinedon therelationof “equality of public keys”, it is not possiblefor a rogueclass
to forge admission to a domain.

7.4. Loading and Executing Untrusted Classes

Untrustedclassesareoneswithoutany trustattributes(asdistinguishedfrom classeswith invalid trustattributes,whicharemistrusted).Such
classes can provide useful, CLDC-standard functionality if their execution is strictly controlled.

In theSKVM this is doneby keepinguntrustedclassesin a sandboxandallowing trustedclassesto grantprivilegesto untrustedones.The
degreeto whichtrustedclassesarepreparedto grantprivilegesto untrustedclassesdefinestheextentof thesandbox;thesandboxis notfixed
or defineda priori.

Whenuntrustedclassesarrive on theSKVM platformthey canbeplacedin their own arrival buffer, to precludea buffer overflow attackon
the trusted class arrival buffer.

7.5. Untrusted Classes and Privileges

Untrustedclassesrely on trustedclassesfor all their privileges.Sinceuntrustedclasseshave no certificates,from a securitystandpointthey
are indistinguishable from one another. Privileges are granted uniformly to all untrusted classes. These privileges take three forms:

• An untrustedclassmaybeallowedto subclassa trustedclass.Like all otherprivilegesgrantedto untrustedclasses,this is a privi-
lege that the trusted class in question must grant explicitly.

• In thecapability-basedstylediscussedabove,andsimilar to a trustedclass,anuntrustedclassmaybegrantedtheprivilegeto create
a new instanceof a trustedclass.Again, this is a privilege that is explicitly grantedby a trustedclassto all untrustedclasses
uniformly.

• An untrustedclassmaybegrantedor deniedthepower to call a trustedmethod(usuallystatic)or accessa trustedfield. Thispower
is in addition to the Language’s standard access control mechanisms, and is necessary for historical reasons.

Privilegesgrantedto untrustedclassesarespecifiedwith flagsin thetrustattributeof thetrustedclass.In addition,flagsassociatedwith each
methodandfield in the trustedclassindicatewhetherthe methodcanbe calledfrom, or the field accessedfrom, an untrustedclass.This
enables an application to run untrusted classes written to the standard CLDC API while retaining some measure of control.

It would besimplerto have a flag that indicatedwhetherall methodsandfields in a trustedclasscouldbeaccessedfrom untrustedclasses.
This would besufficient if thetrustedaspectsof anapplicationwerewell factoredinto specifictrustedclasses.Althoughmostof theCLDC
library canbehandledwith sucha flag, therearecasesin CLDC thatbreakthis principle.It is in generaldesirablefrom a securityfactoriza-
tion standpoint that SKVM applications be designed to use class-level security rather than relying on method-level or field-level control.

Therehave beenattemptsin the variousreleasesof the Languageto enumeratewhich functionsin the corelibrariesareexposedto sand-
boxedclasses.Theflag mechanismprovidesa meansby which suchselective exposurecanbeaccomplished.Theflag mechanismalsopro-
videscontroloverstaticmethodsandfieldsin classeslikesystem thatcannotbeinstantiated.This is importantsinceuntrustedclassesmay
needaccessto somefields andmethods(suchassystem.out) while otherfields andmethods(suchasSystem.exit) shouldnot be
accessible.

7.6. Additions to the Trust Attribute to Support Untrusted Classes

For a classX:



Secure Dynamic Provisioning, Page 12

Theseflagsaredesignedto be fail-safe.Specifically, the falseor no settingof theSFX, NFX, MFX,, andFFX flagsaresecuresettings.It is

assumed that the false orno setting is associated with the zeroed state in the platform (typically integer 0 or Boolean False).

8. Implementation

A versionof the SKVM hasbeenimplementedusing the KVM codebaseversion1.03.The implementationincludesbasicsupportfor
secure dynamic provisioning, support for capabilities, and support for untrusted classes.

In general, changes to the KVM were small and localized.

8.1. Secure Dynamic Provisioning

Seven files (out of 24) required modification, and one small file was added. The total increase in size, in lines of code, is 4%.

This increaseconsistsof enhancementsto: identify andprocesstrustedclasses(loader);managecertificates(hashtable),privileges(collec-
tor), and other runtime structures (crypto); perform privilege checks (class, nativeCore, and pool); and handle exceptions (frame).

Additionally, a stand alone tool was written to annotate classfiles with properly constructed trust attributes.

SFX A binaryflag indicatingif objectscansubclassX withoutprivileges.If theflag is false,thenuntrusted
classescannotsubclassX andtrustedclassesneedto presenttheappropriatecertificate(signedhash)
in orderto subclassX successfully. If theflag is true,thenall classescansubclassX aslong asLan-
guage semantics are obeyed.

NFX A flag specifyingif objectscaninstantiateX without privilege.If theflag is false,thenanobjectcan
only instantiateX by presentingthe appropriatecertificate.If the flag is true, then all classescan
instantiateX as long as Language semantics are obeyed.

MFX A constantspecifyingif all objectscaninvoke staticmethodsin X. Theconstanttakeson valuesyes
(all staticmethodsin X canbe invoked by any object,subjectto standardLanguagesemantics),no
(Staticmethodsin X canonly be invokedby anobjectthatpresentstheappropriatecertificate),and
byMethod (flagsassociatedwith eachstaticmethoddetermineif themethodcanbeinvokedwithout
privilege).

FFX A constantspecifyingif all objectscanaccessstaticfieldsin X. Theconstanttakeson valuesyes (all
staticfields in X canbeaccessedby any object,subjectto standardLanguagesemantics),no (static
fields in X canonly be accessedby an objectthat presentsthe appropriatecertificate),andbyField
(flags associated with each static field determine if the field can be accessed without privilege).

file Lines of Code in the KVM Additional LoC in the SKVM % Increase

class.c 1985 216 11%

collector.c 2096 54 3%

crypto.c 0 124 100%

frame.c 1149 6 1%

hashtable.c 718 76 11%

loader.c 2957 381 13%

nativeCore.c 1287 12 1%

pool.c 437 46 11%

total 23759 915 4%
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8.2. Capabilities

Support for capabilities pushed the total code size increase to 6%, to a total of 24272 lines.

This furtherincreaseconsistsof enhancementsto: processthecapability-basedprivileges(loader);handledomainintersectionandresource
access checks (class); and handle exceptions (frame).

8.3. Untrusted Classes

Support for untrusted classes bumped the total code size increase to 7%, to a total of 24538 lines.

This final increase consists of enhancements to: process the untrusted class privileges (loader); and handle access checks (pool).

9. Status and Further Work

As describedabove, a prototypeversionof the SKVM hasbeenimplementedbasedon the standardKVM. Thereareother, morerecent
CLDC implementationsthatarepotentiallybetterplatformson which to basetheSKVM (suchas[11]). Furtherwork with theSKVM will
bedoneusingoneof theseimplementations.Suchwork will includevarioussizeandperformancemeasurements(suchasthespaceover-
head for certificates and the runtime overhead for capability support).

The next major stepin demonstratingthe feasibility andvalueof the SKVM will be porting it to a cryptographicmodule.This taskmay
expose platform and deployment issues. It will also enable real-world testing of SKVM applications.

Thesubsequentstepwill betheFIPScertificationof theSKVM. This effort will requireprecisedefinitionof theoperationandimplementa-
tion of the SKVM.

A possibleenhancementinvolvesuntrustedclasses.If it is determinedthatthey aretruly usefulonasecureplatform,they canbecompletely
isolated in their own execution environment [12]. They could be given their own heap, execution stack, and resource limits.

file Additional LoC for Capabilities

class.c 243

frame.c 4

loader.c 266

file Additional LoC for Untrusted Classes

loader.c 171

pool.c 95
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