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As small, securedevices becomemore powerful and morewidespreadit hasbecomedesirableto
supportthe dynamicprovisioningandupdatingof multiple applicationson suchdevices.This paper
presentsa simple mechanisnfor performingsuchprovisioning and updating,evenif the applica-
tions are mutually distrustful. The mechanismextendsCLDC Jara™ technologywith a classfile
attribute that carries the certificates necessary to enable the added security

1. Background

The work described hereas motvated by a number of delopments and considerations:
« Small, secure dices, such as smart cards and cryptographic modules, are becoming more capable.
« Such deices are being used in more compdtuations running multiple applications.

« Updatingthe softwareon suchdevicesoncedeployedis highly desirablefo provide both new functionality andsoftwarefixes,but
poses "rious security issues.

¢ A dynamicprovisioningmechanisnsupportingsuchactvity shouldbesmallandsimple,becaus®f device limitationsandto aidin
verification and certification.

« The Jaa platform has appeared on smallides and praides dynamic class loading and some basic security features.
The resulting solution presented here:

< supports the secure incremental replacementx@adson of softwre on small ddces,

¢ enables distinct trust communitiesdping distinct applications,

« accomplishes this by&nding a commonarsion of the Ja platform, and

« enables additional support for capabilities and running untrusted code.

2. The Jga Contet

The Java platformwasthe startingpoint for this investigation becausét alreadyprovidesvariousfeaturessupportingsecurityanddynamic
provisioning.Unlike C andC++, for example,it guaranteetypeandpointersafety VariousJava versionsprovide differentformsof applica-
tion isolation. And all grsions support some mechanism for dynamically installing classes.

2.1. The Connected Limited Biee Configuration

Thework describedhereis specificallyaimedat the next generatiorof smartcardsandothersimilar smalldevices.Thusthetechnologybase
usedis the Connected.imited Device Configuration(CLDC) versionof Java 2 Platform,Micro Edition (J2ME™ technology)CLDC]. This

versionof the Java platform is the smallestone that supportsmost standardeaturesof the Jaza languagg(in contrastto the much more
restrictve Java Card™ specificatior{JC]). It outlinesa basicsetof librariesandJava virtual machinefeatures Compliancewith the CLDC

specification is demonstrated by passing the CLBEhiology Compatibility Kit (TCK) tests [TCK].

The heartof the configurationis the K Virtual Machine(KVM) [KVM]. The KVM is a virtual machinedesignedwith the constraintsof
small devicesin mind. Namedto indicatethatits sizeis measuredn tensof kilobytes,the KVM is simple,in orderto minimize memory
footprint. This simplicity ma&s the KVM easy to understand and madifyportant characteristics in the coxttef security

2.2. CLDC Security

The CLDC securitymodel[CLDC section3.4] definesthreetypesof security low-level VM security application-l@el security andend-to-
end security

Secue Dynamic Povisioning Page 1



Low-level VM securityis definedasthecharacteristithat“an applicationmustnotbeableto harmthedevice in whichit is running,or crash
the virtual machine itselfln the contat of the KVM this means that CLDGevification must be done on all classfiles.

End-to-end security refers to netk-based solution-oriented secuyityhich is outside the scope of the CLDC specification.

Application-level securityis definedascontrollingaccesgo externalresourceswhichis doneon thelarger J2SEM platformby the security
managefJ2PS].The securitymanagewasdeemedo have too largea memoryfootprintfor the CLDC, soa sandboxmodelis usedinstead.
Specifically:

« Only a limited set of APIs isvailable (the CLDC libraries, profiles, and masmtiirerspecific classes).
¢ Such system classes cannot berodden.

* No userdefined class loaders are alted.

« No natve functions can be dynamically loaded onto theade

¢ The class lookup order may not be manipulated.

« By dehult, an application may only load classes fromvta AR file.

« In addition, a CLDC implementation need not support multiple concurrent applications.

TheCLDC securitymodelis agoodstartingpoint for amoresecureplatform. |t is small,simple,andrelatively static,whichis goodbothfor
smalldevicesandfor increasedsecurity It hasa staticsetof APIs, systemclassesandnative functions,anda singlesystenclassloader It
has a simple application model. It is possible to be compliant with the CLDC ardepgoeater security than the CLDC mandates.

2.3. MIDP Security

The Mobile Information Device Profile (MIDP) [MIDP] is a setof additionsto the baseCLDC platform that supportsmobile phones.
Amongtheadditionsis asecuritymechanisnil], [2]. The MIDP securitymechanisnis basedntwo conceptsprotectiondomainsandJAR
file signing.

A protectiondomainis a setof permissiongirantedanapplication,anddefinesthe applications sandboxsee[3] and[4] for descriptionf
nuancedsandbors). An applicationrunsin a single protectiondomain. A MIDP platform may define various domains,but required
domainsinclude Manufacturer Operator Third-Party, and Untrusted. Somepermissionsnay only be grantedthroughinteractionwith the
user of the déce (confirming use of the permission).

JAR file signingis usedto verify the authenticityof anapplication.MIDP requiresthatan applicationresidein a single JAR file, whichis
typically signedusing X.509 PKI infrastructure supportfor which s requiredby the MIDP standardThe MIDP device usesthe certificates
it possesses to authenticate the application.

This security model has limitations with respect to high securiticee. Specifically:

« Permissiongsrecoarsegrainedandsetwhenthedevice is manufictured A setof permissionss a priori boundto adomain,andan
entire application therxecutes in one of those predefined domains.

« Support for X.509 PKI is required, which may not be appropriate and can be cumbersome.
¢ User interaction may be required to grant some permissions.
In sum, the MIDP platform has been carefully tuned for mobile phones. High secuiitgdare dierent.

2.4. Compatibility and Security Goals

The broadgoal of this work is to develop a more secureversionof the KVM (the SecureKVM, or SKVM), with a particularfocuson
dynamic preisioning. More specifically:

« Correct CLDC/KVM applications should not be able to distinguish the KVM from the SKVM on the basis otdidsehwior.

« Correctlyimplementedsecureapplicationsoperatingnormally shouldnot be ableto distinguishthe KVM from the SKVM onthe
basis of obserd behsior.

¢ Only malicious classes should elicitfdient behaior from the SKVM than thewould from the KVM.

¢ The SKVM must pass the proper compatibility tests (the CLDC TCK).

Additionally, the SKVM shouldbe capableof beingvalidatedassecure specificallyachieving FIPS 140-2certification[FIPS]. FIPS140-2
is aspecificatiordravn up by the Nationallnstituteof StandardeindTechnologydefiningsecurityrequirementsgor cryptographianodules.
In additionto beingthe stipulatedrequiremenfor ary cryptographianoduleacquiredby the US governmentFIPS140-2hasbecomea de
factostandardor cryptographicequipmentandprovidesa level of assurancéhatthe equipmentvasdesignedwvith adequateonsideration
of security The standardspellsout requirementsn 11 differentareasincluding physical security hardware security softwaresecurity and
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key managementA cryptographicmodulecanbe certifiedto ary of four increasingevels of assurancel-or example,the IBM 4758has
been certified at the highesvé (of the predecessor FIPS 140-1 standard) [5].

3. Key Precepts

A number of ley precepts guided the design of the SKVM architecture (see [6], [7], [8])-

3.1. Simplicity

The overriding precept is simplicityit has seeral important benefits.
« It minimizes lngs and possible points of compromise.
* It keeps the systesimemory footprint small.

« It makesthe systemeasierfor applicationdevelopersto understandyhich in turn makesit easierfor themto implementsecureapplica-
tions.

« It makesthe systemeasierto validatefor security Suchvalidation typically involves modeling security statetransitionswith a state
machine (this is the paradigm required for FIPS 140-2 certification).

3.2. Ril-Safe Design

Whenafail-safesystemencountersanunanticipatedondition,it alwayslapsesnto a conserative, securestate Suchconditionscanbegen-
uinely unanticipatedbr canbe a resultof a partial malfunctionof the system.No matterhow comprehenskely a systemis analyzedit is
unlikely that all possiblecombinationsof conditionshave beenanticipated Fail-safe designensureghat the systemmalkes conserative
assumptions and lapses into a secure state when an unanticipated condition is encountered.

A watchdogsignalin a battery-peveredsystemis an exampleof fail-safedesign.As long asperiodicsignalsarrive from the watchdog the
CPU continuesnormaloperationlf the batteryrunslow, the periodicwatchdogsignalis terminatedandthe CPU shutsdown. Note thatif
the watchdogsignalis interruptedin ary otherway (for example,dueto physical tampering)the CPU alsoshutsdown — it lapsesinto a
secure state.

3.3. Static Specification of Security Pglic

The ability to modify policy dynamicallyis usually considereda desirablefeature.For a securedevice, it is alsoa major sourceof weak-
nessesDynamicmodificationof securitypolicy is almostalwaysa causeof subtlebugs.In contrasta staticsecuritymodelforcesthe appli-
cationdeveloperto considerthe securityaspectof the software architectureearlierand more completelyin the designprocessA static
modelis alsoin generaleasierto analyzeandvet becauset is simplerand usually hasfewer statesand statetransitionsthana dynamic
model.

3.4. Explicit Specification of Security

The combinationof static securityspecificationandfail-safedesigndictatesthat securityissues- specificallythe grantingof privileges—
involve anexplicit acton the partof anobject,andthatary privilege notexplicitly granteds automaticallydenied.The SKVM implements
this precept within the confines of the semantics of the@ geogramming language (hereinafter referred to as the Language).

As anexampleof how the Languagesemanticsaffectsthis preceptnotethata classhastheright to manipulatethosepartsof it (including
protecteddata)thatareinheritedfrom its ancestorsThuswhena classgrantsprivilegesto anotherclass throughthe Languagesemanticst
automatically and implicitly grants (some) access to all its ancestors in the inheritance tree.

3.5. Security at the VM Ll

Implementingsecuritypolicy usingonly classess attractive for severalreasonsincludingextensibility anduniformity. However, goodsecu-
rity engineeringsuggestshatthe core of the securityframeavork be implementedatthe VM level. The challenges to keepthe baremini-

mumin theVM level andleare asmuchaspossibleatthelanguagdevel sothata high level of securityassuranceanbeestablishedvithout
compromising system féility .

3.6. Reliance on Data Authentigityot Secreg

Secretsstoredon a device, suchassymmetricor privatekeys, introducepotentialvulnerabilitiesand complicateresponsego securitycom-
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promisesThey alsocomplicatethe device andincreasdts costsincethe device mustnow defendthe secretagainstdisclosureln contrast,
use of erifiably authentic data, such as certificatesfiable with public kys, does not create such weaknesses.

The SKVM is designedsothatsecurityassuranceeliesonly ontheability of the device to keepdataauthentic The SKVM doesnotrequire
the deice to keep a secret.

4. The SKVM Security Architecture

This and follaving sections present the components of the SKVM security architecture:
» The notion of trust;
* The implementation of trust;
¢ The characteristics of other necessary VM features; and
« The application model.

4.1. Owners, fust Relationships, and theust Community

In a well-designedsecure closedsystemevery class,interface,and package- every component- hasan owner, an entity (nominally a
human) with ultimate responsibility for it.

Systemareoftenassembledrom componentslevelopedby differentowners.Oneownermay or may not trustanotherbasedn theirrela-
tionship. Owners that do trust one another form a commurayever informally and grant each other piieges.

Thesebasicobsenationsarethe foundationof the SKVM securityarchitecturelt implementsthesenotionsof ownership andtrust in the
context of the CLDC.

4.2. Trusted Classes

The SKVM supportgrustrelationshipsaandtrustcommunitiesby providing the framevork andfeaturesnecessaryo requestaindgrantpriv-
ileges. The SKVM itself maintains nagicit information on trust relationships and trust communities other than what each class brings in.

Intuitively, a trustedclassprovidesfunctionality for sometrustedcommunityof owners.Trustedclassesarethe meansby which sensitve
information is encapsulatedrukted classes alsoveapriileges and can in turn grantyiteges to other trusted classes.

As mentionedearlier atrustedclasshasanowner It is theresponsibilityof this ownerto requestandobtainthe necessaryrivilegesfor the
trustedclass.If classX needsa particularprivilege from classY, the ownerof classX will have to acquirethis privilege from the owner of
theclassY. Theseprivilegescomein theform of certificatessignedby Y’s ownerandheldby classX. They areverifiedby the SKVM when
class X is loaded.

All thecertificatef atrustedclassarebundledinto a new classattribute calledatrustattribute. (Classattributesarethe classfilemechanism
used to storextra information about a class, and are described in tlEe\Midual Machine Specification [JVMS, section 4.7].)

Classeghatdo not have a (valid) trust attribute have no privilegesandare untrusted Untrustedclassesare not allowed to load or execute
(subject to an optional feature discussed in Section 7).

4.3. Trusted Classes and Subclassing

Thefundamentaprivilege enforcedby the SKVM is a subclassingrivilegethatenableoneclassto install itself asa subclas®f anotherin
somesensehis privilegeis the privilege to modify, in a controlledway, the codeon thedevice. It is referredto asthe S privilege. Subclass-
ing alsoincludesthe power to accesshe protectedields, methodsandconstructor®f all the superclassesf the subclassinglass,regard-
less of package.

The owner of the root classj ava. | ang. Obj ect (typically the owner of the device runningthe SKVM) grantsthe S privilege to the
trustedownerof eachof Objects directsubclasseslheseownersin turn grantS privilegesto ownersthey trust. Thus,for the S privilege, the
owner of Object can trace a chain of grants of the Blgge to the wner of eery class on the gie.

Note that accesseto static and instancemethodsandfields are controlledthroughthe Languages private, protected,and public tagging
[JLS, section6.6]. Note thatthe Java Virtual MachineSpecificatiorstipulateghataccessebave to be checled at run time [JVMS, sections
5.4.3and5.4.4].Informationaboutprivate,protectedandpublic accespermissionsarestoredin the classfile[JVMS, sectionst.5and4.6]
to enablesuchrun time checking.Also notethatthe ability to subclass classdoesnotimply the ability to subclass parentof the classin
the class hierarghindependently
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4.4, Trusted Classes an@ékages

ThelLanguageemploys the packageconstructo bundlegroupsof classfilesnot necessarilyelatedin the classhierarcly, into asinglename
space[JLS, chapter7]. Packagegrovide a naturalway of organizingandreferringto classesand methods Significantly classeswvithin a
packagehave accessights to eachothers protectedfields and methods.Eachclassis containedin exactly one package(possibly the
unnamed package).

In the SKVM, package access must be controlled in order to control access to protected fields and methods (see [9], page 189).
The mechanism used in the SKVM for controlling package access has three elements:
« A package has ammer and anwnermanaged &/-pair, analogous to that used for subclassing.

« A packages public key is partof the packages name.lf someondriesto putaclassin a packagewithouttheright public key, the
class will be put in a diérent package. The SKVM simply uses the pubdic &s part of the name space reference.

* Ewery class is in a package. If a class does not specify a package the SKVM puts it in the unnamed package.

Notethatthe VM doesnothave ana priori list of packagesThe VM first knows abouta packagevhena classbelongingto the packagds
loaded(or, optionally, wheninstalledon thedevice; seebelav). Thefirst loadedclassdefineshe packageo the SKVM, andary subsequent
classedelongingto the samepackagearechecledfor consisteny. It is theresponsibilityof all classesn a packageo identify the package
identically by name as well as publiek

Theremayappeato be a securityweaknesdecauselassedring in boththe packagesignatureaswell asthe key with which the signature
is verified. In fact, while a maliciousclasscould generatea fake packagekey anda signatureconsistenwith this fake key, it would not be

ableto join an existing packagebecauset would not be ableto replicatethe signatureassociatedavith the packages privatekey; it would

instead be put in a distinct package.

TheLanguagalefinesanunnamecpackageandassignsall classeshatdo not specifya packagenameto this unnamecackageA classthat
doesnot specifya packagds automaticallyputinto the unnamedbackageAny packagepublic key specifiedin thetrustattribute of a class
that does not specify a package name is ignored.

While theunnamegackageas a corvenienceduring codedevelopmenta secureapplicationbuilt for the SKVM shouldspecifypackages$or
all its classesTo encourageucha practiceandto provide higherlevelsof securityassurancehe SKVM hasa flag that,whenset,prevents
the loading of ary classthat doesnot specify a packageThe SKVM by default runswith this flag cleared.Onceset, the flag cannotbe
cleared without restarting the SKVM.

4.5. Interbces

With onenotableexception,aninterfacespecifiefunctionality without providing animplementatiorfJLS, chapterd]. The exceptionis for
staticinitialized fields. In suchcasestheinitializing expressiormay containrequestso instantiateobjectswhich mayrequireSKVM privi-
leges. It is therefore necessary to associatégmes with an intetce.

As with a class,aninterfacehasa nominalowner. The owneris responsibldor securingall requiredprivilegesfor the interface.A trusted
interfaceX demonstratethatit canextenda trustedinterfaceY by presentinga certificatesignedby Y. This certificateis analogougo the
subclassing certificate and emyddhe same data structure and mechanisms.

Notethata classthatimplementsaninterfacecanbeindependentlyaccessedndmanipulatedasa classin its own right. In suchcasesnor-
mal Language semantics dictate what can be accessed.

4.6. Inner Classes

The Languageallows the definition of inner classesasmemberof otherclasseqdJLS, section8.1.2]. Theseinner classesareimplemented
through compileintroduced source code transformations and appear to the VM as distinct classfiles.

The SKVM requiresa trustedinner classto present trustattribute,asary othertrustedclasswould. It is the responsibilityof the owner of

thetrustedinnerclassto generatehis trustattribute. Of course ary tool thatsupportgyeneratiorof trustattributesmaywish to facilitatethe
constructiorof attributesfor innerclasseskFor instancethe tool might handleall nametransformationsransparentlyandemploy the same
key-pairs for the inner class as it emyddor the outerenclosing class.

The sourcecodetransformationsntroducedby the compilerto supportinner classesmplementa wealeningof accespermissionsThis is
necessarypecausehereis no supportin Java virtual machinedor directaccesgo a privatememberof a classfrom anotherclass.The spe-
cific instances of access permission vwesakg are:

« Private inner classes are implemented as packagkedasses.
¢ Protected inner classes are implemented as pubdcdasses.
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 Privateclassmembergfieldsor methods}hatarevisible betweerclassegdueto the sharedscopingrelationshipbetweerinnerand
enclosingclassesareindirectlyimplementedvith packagdevel accessNotethatsharingof privatememberdetweerclasses
participatingin aninner classrelationshipis achiezed by a local protocol of accessnethodsthat reflectthe modeof access
expressed in the source. These methodas package scope and as such are operytolass within the same package.

Like otherVMs, the SKVM cannotreliably identify inner classesandthereforecannotdeterminewhensuchaccesgermissionsave been
wealened.Therefore developersfor the SKVM platform mustbe awareof theseissuesThe problemsdueto wealenedaccesgpermissions
can be woided by adopting the folleing guidelines:

« Classes in an enclosing/inner class relationship shouét nedy on the shared scoping of theivpte members.
« Inner classes shouldver be declared prate or protected.

Following suchguidelineswill ensurethatthereis alwaysa one-to-onecorrespondencbetweenthe sourcelevel accespermissionf a
class and its classfile implementation.

The use of angmous inner classes should b®ided due to the ditulties of managing their trust relationships.

Theuseof non-statidnnerclasseshouldalsobe avoidedsincethey arein a sensesyntacticsucar for staticinnerclassesandthushidedetail
that males security analysis harder

4.7. Exceptions andrilist Relationships

Whenanexceptionoccursin arunningprogramthe VM unwindsthe call stackuntil the mostrecentlyinstalledrelevantexceptionhandler
is encounteredyhichthencatchegheexception[JLS, section11.3][JVMS, section2.16.2and3.10]. Thecodethatthrows the exceptionis
never resumed.

Therearesecurityissuesin adoptingsucha modeldirectly in the SKVM. For instancea classcould install an exceptionhandlerand,at a
later stage a differentclasscouldthrown anexception.This secondclassmay not enjoy ary trustrelationshipwith thefirst class.As aresult
there is an unanticipated transfer of control that complicates security analysis and becomes a potential vulnerability

Note that exceptionsare simply standardobjects with the additional property that they are derived (indirectly or directly) from
j ava. | ang. Thr owabl e. As such,packageaccessemanticcanbe leveragedto prevent classesxternalto a packagefrom catching
exceptionghrowvn from within the packageA non-publicexception(onewhoseclassdefinitiondoesnotincludethepubl i ¢ accessnodi-
fier) is invisible to all classe®utsideits packageandthereforeno handlerin theseexternalclassesanexplicitly declareto catchexceptions.

Unfortunately packageaccesssemanticsdo not completelycontrol exceptionhandlers.t is legal to hold a referenceto an objecteven

thoughthe scopeof the referencemay precludearny knowvledgeof the objects completetype. This canbe achieved with referenceso pub-

licly accessibldasetype(suchasj ava. | ang. Obj ect ). Thismeanghatexceptionhandlerscancatchexceptionsvia baseclassdeclara-
tions. The lowestcommonbaseclassfor every exceptionis j ava. | ang. Thr owabl e. A handlerdeclaredto catchsuchan exception

would catchpackage-restricteexceptions While Languagesemanticpreventthe handlers scopefrom usingthe exceptionasaninstance
of its completetype,themerefactthatit canbe caughtpresent@a meando maskoutor altersecurecontrolflow transfer Thus,a mechanism
for preventing this interference isulit into the SKVM.

Eachclassincludesa flag within its trust attribute. If the flag is cleared thenary package-restrictegxceptionthrown by X canonly be
caughtby exceptionhandlerswithin the samepackageasthethrowing class.If this flag is setin classX, thenstandardexceptionsemantics
are applied when arxeeption is thravn by ary method in X.

Notethatif all classeghatpotentiallythrow exceptionssetthis flag, exceptionhandlingin the SKVM will beidenticalto, andcompatible
with, the KVM.

5. The Tust Attribute

Thetrustattributeis a collectionof datathatis attachedo eachtrustedclassandthatdeterminests privileges.Thetrustattributeis primarily
composedf a numberof public keys. The useof thesekey pairsto signandverify privilegesconstituteghe crux of the SKVM. Thetrust
attribute is understood by the SKVM and ignored by other VMs.

With eachpackageP thereis anassociatedtey pair (PKp, pkp), generatedby the owner of the packageWith eachclassX thereis anassoci-
atedkey pair, the subclassindey pair (SKy, sky). The SKVM doesnot requirethatall thesekey-pairsbedistinct. Indeed,a key pair canbe
employedin multiple rolesdependingon the underlyingsecuritypolicy thatthe SKVM is enforcing(subclassandpackagebeingthe same,
for example).

In the following, classX belongs in package and wishes to subcla¥sThe trust attribte forX consists of these components:

Secure Dynamic Provisioning, Page 6



Tx A non-ngative integral timestampindicatingthe time of creationof X. This timestampis usedfor
versioncontrol on installationandloading,andit is assumedhat newver versionshave larger times-
tamps than olderersions.

SKy The public ley used for erifying attempts to subcla¥s

SH((X|T|Cert) A hashof classX, its timestampTl'y andall thefieldsin the trustattribute minusthis field, signedby

thesubclassingrivatekey of parentclassY. This hashis the signaturethatis usedto validatethe sub-
classing pnilege, as well as the authenticity of the classfile and the trustugdtrib

PKp The public key of the packageP (if any) that X belongsin. Thisis neededor identificationof pack-
ages andxxeption processing.

PHp(X|T) Thehashof classX andits timestampr 'y signedby the privatekey pkp of packageP. This signaturds
verifiedwith the publickey PKp andis themeansby which the SKVM knows thatclassX belongsin
packageP.

ER A constanspecifyinghow package-priateexceptionsarehandledn thefaceof handlerdeclaredo

catchthemvia publicly accessiblédbaseclassesThe constanttakes on valuesyes (all classescan
catchpackage-prxiateexceptionsthrown by this class)andno (only trustedclassesn the samepack-
age as the class thving the &ception can catch it).

Theclassfiledescribechererefersto the CLDC classfile which includesthe traditional J2SEclassfileandthe stack-mapgeneratedy the
CLDC preverifier.

Thetimestampaboveis partof the hashin orderto validatethetime the classwashashedThis guaranteetheintegrity of versioningwhich
is based on the timestamp.

A rogueclasscannotusethe publickey of anothempackageéecausé will notbeableto generatéhenecessargignedhash sinceit doesnot
have accesdo the privatekey. The rogueclasscouldgeneratea separatdey pair (in which caseit would have the privatekey of thatpair),
but the public keys would not matchthe packagekeys of otherclassesndtheclasswill endupin its own packageSincepackagesredeter-
minedby equivalenceclasseglefinedon therelationof “equality of public keys”, it is not possiblefor a rogueclassto forge admissiorto a
package.

The EF flag in the trustattribute aredesignedo befail-safe.Specifically the falseor no settingis the securesetting.It is assumedhatthe
false omo setting is associated with the zeroed state in the platform (typicalfjeim@eor Boolean dse).

Now considerwhat happensavhenthe SKVM receves classX andwishesto install it. As a trustedclass,X subclasse¥ and shouldbe
installedasits child. ClassX demonstratethatit hasthis privilegeby presentindsHy(X| T|Cert).This samesignaturealsoestablishehatthe
ownerof Y hasvouchedfor theintegrity of the contentof X. This canbe verifiedwith Y's subclassingublic key, which canbefoundin Y's
certificate. (Sincé is already installed, its certificate musvédeen pndously \alidated.)

ClassX provesthatit hasthe privilege of belongingin packageP by subjectinghesignedhashPHp(X|T) to verificationusingthe public key
stored with the package. Membership in gisténg package is demonstrated by using the same package ytdis &n eisting class.

6. Conteatual Issues

The SKVM asdescribedabove requirescertainplatform supportto operateproperly In particular classfilesstoredon device mustbe han-
dled correctlyand specific cryptographic functions must tailable.

6.1. When Tust Attributes are Cheed

In generalthe arrival and storageof classfileson a device will occurbeforethe SKVM needsto load them (asis generallythe casewith
CLDC platforms).In addition,someof the new classfilesarriving on adevice mayreplaceexisting ones.Thesecircumstancemalke it poten-
tially desirable to check trust attutes at times other than class loading.

The CLDC specificatiofCLDC section5.3] givesthe platformimplementorconsiderabléreedom.The classfilelookuporderis implemen-
tationdependenénda classpaths notrequired.lt is requiredthatthelookup ordercannotbe manipulatedy the applicationprogrammein
ary way. (Note thatthe platform mustreadclassfilesand JAR files [CLDC section5.3.1]. Applicationsthat are“distributed publicly” on a
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network opento the public mustbein JAR format. Also notethatthe JAR file loadingboundaryrequiredby the CLDC specificatioris not
necessaryn the SKVM, sincethe SKVM usesa strongersecuritymechanismNonethelessthe SKVM supportsthis boundaryin strict
KVM mode.)

TheSKVM followsthe CLDC specificatiorandthusdoesnotimposeanorderingor, thereforea particulartime for checkingtrustattributes.
Theearliestattributescanbe checledis whenclassfilesarrive on a device; thelatestis whenthey areexecutedor thefirst time (perapplica-
tion), the traditional load time).

Variousissuesarisethat affect orderconsiderationgFirst, for devicesthatmay install classfilesfrom a potentiallymalicioussource buffer
overflow attacksvia classfileswith bogusattributesarepossible A device couldbefloodedwith apparentlyproperclassfileghatcanonly be
flushedwhentheir attributesarechecled. Secondnenly arrived classfileanaydynamicallyreplacea subsebf theclassesn anapplication,
which requires &rsioning and the rechecking of attribs.

The way to dealwith the buffer overflov problemis to checktrust attributeswhen classfilesarrive on the platform. Otherwise classfiles
would have to bekeptaroundindefinitely Applicationsmustthereforebeengineeredo installtheir classesn anorderthatallows themto be
verifiedastrustedwhenthey areinstalled.The burdenof meetingthis constrainis onthe applicationdesignerthe superclassnustbeeither
already installed or immediatelyailable.

Oneimplementatiorof this checkingis to useanarrival buffer. Classesarriving on the device areinitially putin this buffer andaremoved
into classfilestoragewhentheir trustattributesareverified. JAR files arealsounpacledin this buffer. Whena classfilearrivesits subclassing
certificateis checled againstits superclassf extant.If the trustattribute or superclasss absentthe classfileis flushed.If the subclassing
certificate is wlid the classfile is med to classfile storage; otherwise it is flushed.

With respectto the versioningissue,the SKVM requiresthe trust attribute of eachclassfileto include a time stamp.The trust attribute
checler (whenever run) inspectghetime stampsyalidatesthe nevestclass,anddiscardgheold class(or marksit asto bedeletedf theold
classfile is being used by a running application).

Recheckingof attributescanbe donein oneof two ways.|If attribute checkingis doneat installationthenthe installationof a replacement
classin turn requiresthat classegrantedprivilegesby it mustbe rechecled, if arything in its attribute haschangedlf checkingis done

dynamically thenno extra processings necessaryNote that binary compatibility is importantbut is not an SKVM issue;it is ratherhan-

dled by the VM in due course.)

6.2. Cryptographic Support

The SKVM requirescryptographicsupportto enforcesecurity Specifically it requirestwo functions,onefor digital signaturesupportand
onefor cryptographichashcomputationThe SKVM providesbasicimplementation®f thesefunctions,but allows deploymentof custom
versions.

The basicfunctionsare RSA with a 1024-moduluskey asthe signaturealgorithm,andMD5 asthe cryptographichashfunction. RSAis a
public key algorithm.It operatesy creatingtwo keys, a public key anda privatekey. As the namessuggestthe privatekey is keptprivate
andusedfor signingcertificateswhile the public key is madeknown to everyonefor verifying certificatesignaturesMD5 is a collision-free
message digest, or hash function. It computes a 128-bit hhghaof an array of data.

NotethatRSAis ade facto standardandhasthe adwvantageof very rapidsignatureverificationtimes.However, thisis atthe expenseof rather
large signaturesThisis notanissuefor thesubclasgrivilege,whichis verifiedonly on classloadingandcanbediscardedafterwards.How-

ever, instantiationcertificates(describedn Section7) have to be maintainedn the VM, andeachsuchcertificaterequires1024bits (128
bytes) of storage.

If standardRSA certificatesizeis found to be unacceptablegitherelliptic-curve RSA, which is securewith approximatelyl55bits(= 20
bytes),or DSA, for which the signaturesare2x160= 320bits(40 bytes),canbe employed. However, thereis a (runningtime) performance
penaltyin theuseof eitherECCor DSA. In addition,DSA optimizessigningat the expenseof verificationandcanbeupto 100timesslower
than RSA.

MessageAuthenticationCodes(MAC) arean alternatve to public key basedhash-and-sigsignaturesWhile MACs areconsiderablyless
demandingn termsof storageandcomputatiortime, a MAC requiresa symmetricsecretkey. The useof MACsshouldbe avoidedbecause
they make SKVM integrity dependon secretsnternalto the SKVM, violating the preceptagainstsecreyg. Additionally, they requireinfra-
structurefor the storageandmanagemendf secretkeys, andrequirethe secureransmissiorof classfilegsincekeys appeaiin the clearin
the trust attribte). Nevertheless, the choice remains with the platfonnex.

Platformownerscanintegratecustomsignatureandhashalgorithmsinto the SKVM. However, for securityreasonsthesemustbeintegrated
at the VM level, and not at the class/i, in keeping with the precept of static specification.

Notethatthe SKVM architecturedoesnot specifyhow subclassingndinstantiationverificationkeys areto be managedNor doesit stipu-
late how the systemprotectstself againstotherforms of attackon public key systemssuchasspoofingandman-in-the-middleSuchissues
dependntherequirementsf theapplicationandthetrustedcommunity Notehowever thatsinceall keys arepublickeys (unlessMACsare
used),confidentialityis not requiredandthereis thereforeno needto storesecretsAll thatis requiredis thatthe keys be authenticandthe
mechanism by which classfiles are loaded ensures this.
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6.3. Security-Related Exceptions

The SKVM throws an exceptionwhena privilege verificationfails. Dependingon the circumstanced,legal SubclassException or Illegal-
PackageException is thrown by the VM whena privilege certificatecould not be verified successfullyWhenthe VM throws one of these
exceptionst usesaninstancecreatecat VM startup Establishingvhetheror notanexceptionbeingpropagtedresultedrom a securityvio-
lation is thus reduced to a simple object pointer comparison.

6.4. SKVM Applications and Their @elopment

SKVM applicationsare CLDC applications:programswith a main method[CLDC section3.2]. An applications componentlassesare
loadedwhennecessaryWhenthe classcontainingthe main methodis loaded the applicationis registeredandis thenrun. Classloadingis
controlled by the security mechanisms describedabo

TheSKVM emplagys aJava ApplicationManageror JAM, similarto JAMs usedwith theKVM. TheJAM assumeshatthereis local storage
(typically afile systemor alocal databasethatstoresinstalledclassesandfrom which classesanbeloaded.The SKVM architecturedoes
notrequirethatthe completeapplicationberesident- componentsnay beloadeddynamicallyover acommunicatiorchannel- althoughan
implementatiormay imposethis restriction. The JAM startsthe SKVM andindicatesto it which application(which classfilewith a main
method) should be run.

For the purposef defining trustedcommunitiesand establishingthe initial trust relationshipsthe CLDC library canbe thoughtof as
ownedby the platform. Applicationswishing to executeon the platformwill have to requestand obtain privilegesto subclasgshe CLDC
library.

If the platformis oneof mary beingissuedby an authority (suchasa paymenttoken beingissuedby a creditcardcompary) thenall plat-
forms may share a common CLD@rmer and hence ka identical subclassing and instance-creation pubyis.k

For developmentpurposesa platformauthoritycanreleasea versionof the platformwith a differentCLDC signingkey-pair createdpurely
for applicationdevelopmentwith the privatekey releasedo developers.This allows the developersto signtheir classegachtime they are
changedwithout having to requesthe authorityto do so. Whenthe applicationis completejt is installedon the productionplatformwith a
different set of &ys, with the CLDC signingdy kept private.

The SKVM architecturedoesnot supportmultiple applicationsunningin the samevirtual machine(but rathermultiple suppliersof code).
Thegoalof suchsupports to protectapplicationsrom eachotherto a degreecomparablevith processsolationon a standardperatingsys-
tem, less protection than the SKVM aims tovide.

The KVM supportsthe KVM Debug Wire Protocol[KDWP], a dehugging protocolthatis a subsetof the JDWP standard The SKVM
implementsghe KDWP, but only duringdelugging.It obviously mustberemovedfor deployment. The KDWP may be enhancedo display
the additional information present in the SKVM, such as that pertaining to trusted and untrusted space.

The securitysupportin the SKVM is enabledby configurationsettings.Given fail-safedesignprinciples,thesesettingsdefault to secure
modes However, they canbe setsothatall securityfeaturesn the SKVM visible to developersaredisabledwith theresultthatthe SKVM
is identical in function to the KVM.

For backward compatibility the SKVM can be initiated in strict KVM mode.In this mode,SKVM securityfeaturesare disabled.Trust
attributesare not requiredfor ary of the classesStrict KVM modeis enabledif the classcontainingthe mai n methodhasno security
attribute. TheKVM defaultrestrictionthatall classesn anapplicationbein asingleJAR file is enforcedn strictKVM mode[CLDC section
3.4.2.3].

7. Additional Optional Functionality in therdst Attribute

Thetrustattribute mechanisnpresentedbove canbe extendedwith additionalinformationto supportother optional,security-relatedea-
turesbesideglynamicprovisioning. The specificextensionsxploredin the SKVM involve implementinga form of capability-basedontrol
and enabling limited»@cution of untrusted classes.

7.1. Support for Capability-Oriented Design

Goodobject-orientecand secureprogrammingpracticemandateshe factoringandencapsulationf data.This factoringenablesa capabil-
ity-basedstyleof programmind10], in which a capabilityis representely anobject,andreferenceso thatobjectarecontrolled.ldeally, all
referencedo a capability objectwould be monitored,and unauthorizedisesprevented,but the overheadof checkingall referencess too
great.

A simpler(lesspowerful, andlesssecuremechanisntanbe constructedo controlthe creationof objects(ascapabilitieslandreferences$o
staticfieldsandmethodsWith this compromiseschemethe creationof capabilitiess monitoredbut their useis not. Class-baseteferences
are also monitored.
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This mechanismhasbeenimplementedn the SKVM via anothertrust attribute privilege: the privilege to createa new instanceof (thatis,
instantiate)an objectandreferencats staticmethodsandfields. This privilegeis referredto asthe A (“access”)privilege, with the senseof
accessing the resources of a class.

7.2. Domains

In practicethe accesorivilege can be burdensomeo administer A collection of classesmay wantto sharethe privilege to accessone
anothers classresourceginstantiationandaccesgo staticmethodsandfields), especiallyif the classeshave beendevelopedtogether pro-
vide a coherentmoduleof functionality, or are within a sharedsecurity perimeter To reducethe burdenof maintainingindividual class
access prileges, the SKVM supports domains.

A domainprivilegeis sharedamonga groupof classesn a domainandallows eachclassto instantiateall otherclassesn the domainand
referenceheir staticmethodsandfields. With domainsjndividual accesgprivilegesfor eachclassarenolongerrequired A classmaybein
only onedomain.Domains,reflectingsecurityconcernsonly (asopposedo namespaceissues)are distinct from packagesbut may be
made coincident with them.

Typically, domainsallow groupsof classeghat referenceeachother frequently (whetherthroughinstantiationor static methodor field
access}o do sowithout needingto verify acces9rivilegeseachtime. Suchprivilege verificationinvolvesverifying a signatureagainsta
public key andcanbecostlyin executiontime aswell asmemory(to storethesignature)With domainsaninter-classresourceaccesss per-
mitted as long as the domainmembershigkeys of the accessingand accessedlassare equal.In this way, domainssimplify application
design, application delopment, and SKVM implementation.

7.3. Additions to the st Attribute to Support Capabilities

With each clasX there is the associated class resource acegsml (AKy, aky).
With each domailD there is an associatedykpair (DKp, dkp) generated by theamer of the domain.

In the following, classX belongsin packageP anddomainD andwishesto accesshe resourcesn classZ (notin domainD). The trust
attribute forX consists of these components:

AK x A public key used to erify access requests to the resources of ¥lass

AHZ(X|T) A hashof classX andits timestampl 'y signedby the classresourceaccesgrivatekey of classZ. This
signatureis verified with the public key AKz. Note that there are as mary hashesof the form
AH(X|T) as there are resources tKateeds to access fromfdifent classes.

DKp The public ley of the domairD thatX belongs in. This ¢y determines the identity of the domain.

DHp(X|T) Thehashof classX andits timestampTy signedby the privatekey dkp of domainD. This signature
is verifiedwith the publickey DK andis the meansy whichthe SKVM knows thatclassX belongs
in domainD.

If classX now wishesto createaninstanceof classZ, it demonstratethatit hasthis privilege by having the signedhashAHZ(X|T), which
can be erified with AKz, the public ey found inZ's certificate.

ClassX provesthatit hastheprivilegeof belongingin domainD by subjectinghe signedhashDHp(X|T) to verificationusingthe public key
stored with the domain. Membership in aiséng domain is demonstrated by using the same domain peblaskan eisting class.

Theability to subclas®r to createanobjectimpliestheability to subclas®r initialize ary parentaspartof theactof subclassingr creating
theobject. Thesearestandard_anguageules.Note however thatthe ability to subclas®r createanobjectdoesnotimply the ability to sub-
classor createanobjectof a parentclassin the classhierarcly independentlyThe operationon the parentclasscanonly happerasadirect
andautomaticresultof the operationon the classitself. For example,if classX haspermissiorto createan objectof classB, which sub-
classes A, then it does not folldhat X can gplicitly create an object of class AoTo so requires that X W explicit permission from A.

As with packagesa rogueclasscannotusethe public key of anotherdomainbecausét will not be ableto generatehe necessargigned
hashsinceit doesnot have accesgo the privatekey. Therogueclasscouldgenerate separatéey pair (in which caseit would have thepri-
vatekey of that pair), but the public keys would not matchthe domainkeys of otherclassesandthe classwill endup in its own domain.
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Sincedomainsaredeterminedy equivalenceclasseslefinedon therelationof “equality of public keys”, it is not possiblefor arogueclass
to forge admission to a domain.

7.4. Loading and Eecuting Untrusted Classes

Untrustedclassesreoneswithoutary trustattributes(asdistinguishedrom classesvith invalid trustattributes which aremistrusted) Such
classes can pvide useful, CLDC-standard functionality if thekegution is strictly controlled.

In the SKVM this is doneby keepinguntrustedclassesn a sandboxandallowing trustedclassego grantprivilegesto untrustedones.The
degreeto whichtrustedclassesarepreparedo grantprivilegesto untrustectlasseslefineshe extentof thesandboxthe sandboxs notfixed
or defineda priori.

Whenuntrustedclassesrrive on the SKVM platformthey canbe placedin their own arrival buffer, to precludea buffer overflow attackon
the trusted class aval buffer.

7.5. Untrusted Classes andveages

Untrustedclassesely on trustedclassedor all their privileges.Sinceuntrustedclassesave no certificatesfrom a securitystandpointhey
are indistinguishable from one anothRriileges are granted uniformly to all untrusted classes. Theskegeis tak three forms:

« An untrustedclassmay be allowedto subclass trustedclass.Lik e all otherprivilegesgrantedto untrustedclassesthis is a privi-
lege that the trusted class in question must grepitaitly.

« In the capability-basedtylediscussedbove, andsimilarto atrustedclass anuntrustedclassmaybe grantedthe privilegeto create
anew instanceof a trustedclass.Again, this is a privilege thatis explicitly grantedby a trustedclassto all untrustedclasses
uniformly.

« An untrustedclassmaybe grantedor deniedthe powerto call a trustedmethod(usuallystatic)or access trustedfield. This power
is in addition to the Languagestandard access control mechanisms, and is necessary for historical reasons.

Privilegesgrantedo untrustectlassesrespecifiedwith flagsin thetrustattribute of thetrustedclass.In addition,flagsassociatedvith each
methodandfield in the trustedclassindicatewhetherthe methodcanbe calledfrom, or the field accessedrom, an untrustedclass.This
enables an application to run untrusted classes written to the standard CLDC API while retaining some measure of control.

It would be simplerto have aflag thatindicatedwhetherall methodsandfieldsin a trustedclasscould be accessedrom untrustedclasses.
Thiswould be sufficientif thetrustedaspectof anapplicationwerewell factoredinto specifictrustedclassesAlthoughmostof the CLDC
library canbe handledwith suchaflag, therearecasesn CLDC thatbreakthis principle.lt is in generaldesirablerom a securityfactoriza-
tion standpoint that SKVM applications be designed to use cleskskecurity rather than relying on methouekor field-level control.

Therehave beenattemptsin the variousrelease®f the Languageto enumeratavhich functionsin the corelibrariesare exposedto sand-
boxed classesThe flag mechanisnprovidesa meansby which suchselectve exposurecanbe accomplishedThe flag mechanisnalsopro-
videscontrolover staticmethodsandfieldsin classedike sy st emthatcannotbeinstantiatedThis is importantsinceuntrusted:lassesnay
needaccesgo somefields and methods(suchassyst em out ) while otherfields and methods(suchasSyst em exi t ) shouldnot be
accessible.

7.6. Additions to the st Attribute to Support Untrusted Classes

For a clasX:
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S1o% A binaryflagindicatingif objectscansubclassX without privileges.If theflagis false thenuntrusted
classexannotsubclassX andtrustedclassesieedto presenthe appropriatecertificate(signedhash)
in orderto subclassX successfullylf theflag is true,thenall classesansubclassX aslong asLan-
guage semantics are geel.

NFx A flag specifyingif objectscaninstantiateX without privilege.If theflagis false,thenanobjectcan
only instantiateX by presentingthe appropriatecertificate.If the flag is true, thenall classescan
instantiateX as long as Language semantics arg/etie

MFx A constanspecifyingif all objectscaninvoke staticmethodsin X. The constantakeson valuesyes
(all staticmethodsin X canbe invoked by ary object,subjectto standard_.anguagesemantics)no
(Staticmethodsin X canonly be invoked by an objectthat presentghe appropriatecertificate),and
byMethod (flagsassociateavith eachstaticmethoddetermindf the methodcanbeinvokedwithout
privilege).

FF¢ A constanspecifyingif all objectscanaccesstaticfieldsin X. The constantakeson valuesyes (all
staticfieldsin X canbe accessedby ary object,subjectto standard_anguagesemantics)no (static
fieldsin X canonly be accessedby an objectthat presentdhe appropriatecertificate),and byField
(flags associated with each static field determine if the field can be accessed witilegepri

Theseflagsaredesignedo befail-safe.Specifically the falseor no settingof the SFy, NFy, MFy , andFFy flagsaresecuresettingsilt is
assumed that thalse omo setting is associated with the zeroed state in the platform (typicayeimdeor Boolean d&lse).

8. Implementation

A versionof the SKVM hasbeenimplementedusingthe KVM codebaseversion1.03. The implementationincludesbasic supportfor
secure dynamic pwuisioning, support for capabilities, and support for untrusted classes.

In general, changes to the KVM were small and localized.

8.1. Secure Dynamic Rrisioning

Seven files (out of 24) required modification, and one small fide added. The total increase in size, in lines of code, is 4%.

file Lines of Code in the KVM| Additional LoC in the SKVM| % Increase
class.c 1985 216 11%
collectorc 2096 54 3%
crypto.c 0 124 100%
frame.c 1149 6 1%
hashtable.c 718 76 11%
loaderc 2957 381 13%
nativeCore.c 1287 12 1%
pool.c 437 46 11%
total 23759 915 4%

This increaseconsistsof enhancement®: identify and procesdrustedclassegloader);managecertificateg hashtable)privileges(collec-
tor), and other runtime structures (crypto); performifage checks (class, ne¢iCore, and pool); and handbeceptions (frame).

Additionally, a stand alone toolag written to annotate classfiles with properly constructed trusuagsib
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8.2. Capabilities

Support for capabilities pushed the total code size increase to 6%, to a total of 24272 lines.

file Additional LoC for Capabilities

class.c 243
frame.c 4
loaderc 266

This furtherincreaseconsistof enhancement®: procesghe capability-basegbrivileges(loader);handledomainintersectiorandresource
access checks (class); and handtzeptions (frame).

8.3. Untrusted Classes

Support for untrusted classasntped the total code size increase to 7%, to a total of 24538 lines.

file Additional LoC for Untrusted Classes
loaderc 171
pool.c 95

This final increase consists of enhancements to: process the untrusted\dlagepfioader); and handle access checks (pool).

9. Status and Furtherdfk

As describedabore, a prototypeversionof the SKVM hasbeenimplementedbasedon the standardKVM. Thereare other morerecent
CLDC implementationshatarepotentiallybetterplatformson which to basethe SKVM (suchas[11]). Furtherwork with the SKVM will
be doneusingone of theseimplementationsSuchwork will includevarioussize and performanceneasurementsuchasthe spaceover-
head for certificates and the runtimeedhead for capability support).

The next major stepin demonstratinghe feasibility and value of the SKVM will be portingit to a cryptographicmodule.This taskmay
expose platform and deplment issues. It will also enable reabid testing of SKVM applications.

Thesubsequergtepwill bethe FIPScertificationof the SKVM. This effort will requireprecisedefinition of the operationrandimplementa-
tion of the SKVM.

A possibleenhancemerniwvolvesuntrustedtlassesilf it is determinedhatthey aretruly usefulon a secureplatform,they canbe completely
isolated in their wn execution emironment [12]. Thg could be gien their avn heap, gecution stack, and resource limits.
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